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g = 2,

|_1089 e |
271828182845904523536028747135266249775724709369995957496696762772407663035354759457138217
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{Discrete Logarithms computation Records 1/ 2]

A. Joux et R. Lercier, 1998.

p = [10897] + 156137
314159265358979323846264338327950288419716939937510582097494459230781640628620899862959619,

g = 2,

|_1089 e |
271828182845904523536028747135266249775724709369995957496696762772407663035354759457138217

X

2 = y mod p
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Public Key Cryptograph

{Discrete Logarithms computation Records 1/ 2]

A. Joux et R. Lercier, 1998.

p = [10897] + 156137
—  314159265358979323846264338327950288419716939937510582097494459230781640628620899862959619,

g = 2,

|_1089 e |
271828182845904523536028747135266249775724709369995957496696762772407663035354759457138217

QXEymodp

y = 91767138072114216962732048234071620272302057952449914157493844716677918658538374188101093
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Discrete Logarithms computation Records 1/2

A. Joux et R. Lercier, 1998.

p = [10897] + 156137
314159265358979323846264338327950288419716939937510582097494459230781640628620899862959619,

g = 2,

LlOSQeJ
271828182845904523536028747135266249775724709369995957496696762772407663035354759457138217

X

2 = y mod p

y = 91767138072114216962732048234071620272302057952449914157493844716677918658538374188101093
y_+]r::931160419870582697488207880919786823820449120001421617617058468654271221802926927230033421’
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Discrete Logarithms computation Records 1/2

A. Joux et R. Lercier, 1998.

p = [10897] + 156137
314159265358979323846264338327950288419716939937510582097494459230781640628620899862959619,

g = 2,

LlOSQeJ
271828182845904523536028747135266249775724709369995957496696762772407663035354759457138217

X

2 = y mod p

y = 91767138072114216962732048234071620272302057952449914157493844716677918658538374188101093
y_+]r::931160419870582697488207880919786823820449120001421617617058468654271221802926927230033421’
y + 2 ::9308988329335044525333827764914501407237168034577534227927033783999866774252739278678837301
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Discrete Logarithms computation Records 1/2

A. Joux et R. Lercier, 1998.

p = [10897] + 156137
314159265358979323846264338327950288419716939937510582097494459230781640628620899862959619,

g = 2,

LlOSQeJ
271828182845904523536028747135266249775724709369995957496696762772407663035354759457138217

X

2 = y mod p

y = 91767138072114216962732048234071620272302057952449914157493844716677918658538374188101093

y_+]r::931160419870582697488207880919786823820449120001421617617058468654271221802926927230033421

y+ 2= 9308988329335044525333827764914501407237168034577534227927033783999866774252739278678837301
B Y

y + 3 = 965806888002788380103712986883663253187183505405451188935055113209887949364255134815297846
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Discrete Logarithms computation Records 1/2

A. Joux et R. Lercier, 1998.

p = [10897] + 156137
314159265358979323846264338327950288419716939937510582097494459230781640628620899862959619,

g = 2,

LlOSQeJ
271828182845904523536028747135266249775724709369995957496696762772407663035354759457138217

X

2 = y mod p

y = 91767138072114216962732048234071620272302057952449914157493844716677918658538374188101093

y+1=
y+2=
y+3=

y+4=

931160419870582697488207880919786823820449120001421617617058468654271221802926927230033421
)
9308988329335044525333827764914501407237168034577534227927033783999866774252739278678837301
Y
965806888002788380103712986883663253187183505405451188935055113209887949364255134815297846

940696010882128699199753165934604918894868490454360617887844587935353795462185105078977093
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Discrete Logarithms computation Records 1/2

A. Joux et R. Lercier, 1998.

p = [10897] + 156137
314159265358979323846264338327950288419716939937510582097494459230781640628620899862959619,

g = 2,

LlOSQeJ
271828182845904523536028747135266249775724709369995957496696762772407663035354759457138217

X

2 = y mod p

y = 91767138072114216962732048234071620272302057952449914157493844716677918658538374188101093

y+1=
y+2=
y+3=

y+4=

931160419870582697488207880919786823820449120001421617617058468654271221802926927230033421
)
9308988329335044525333827764914501407237168034577534227927033783999866774252739278678837301
Y
965806888002788380103712986883663253187183505405451188935055113209887949364255134815297846

940696010882128699199753165934604918894868490454360617887844587935353795462185105078977093

It took 4.5 months... on a Pentium PRO 180 MHz
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{Discrete Logarithms computation Records 2/ 2]

A. Joux et R. Lercier (CNRS / Ecole Polytechnique)
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{Discrete Logarithms computation Records 2/ 2]

A. Joux et R. Lercier (CNRS / Ecole Polytechnique)
@
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{Discrete Logarithms computation Records 2/ 2]

A. Joux et R. Lercier (CNRS / Ecole Polytechnique)
@ 1999 p = 10"°
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{Discrete Logarithms computation Records 2/ 2]

A. Joux et R. Lercier (CNRS / Ecole Polytechnique)
@ 1999 p = 10"°

500MHz quadri-processors Dec Alpha Server

@
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{Discrete Logarithms computation Records 2/ 2]

A. Joux et R. Lercier (CNRS / Ecole Polytechnique)

@ 1999 p =2 10190
500MHz quadri-processors Dec Alpha Server — 8.5 months;

@
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{Discrete Logarithms computation Records 2/ 2]

A. Joux et R. Lercier (CNRS / Ecole Polytechnique)

@ 1999 p =2 10190
500MHz quadri-processors Dec Alpha Server — 8.5 months;

@ 2001 p = 10110
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{Discrete Logarithms computation Records 2/ 2]

A. Joux et R. Lercier (CNRS / Ecole Polytechnique)

@ 1999 p =2 10190
500MHz quadri-processors Dec Alpha Server — 8.5 months;

@ 2001 p = 1010
525MHz quadri-processors Digital Alpha Server 3400

€)
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{Discrete Logarithms computation Records 2/ 2]

A. Joux et R. Lercier (CNRS / Ecole Polytechnique)

@ 1999 p =2 10190
500MHz quadri-processors Dec Alpha Server — 8.5 months;

@ 2001 p = 1010
525MHz quadri-processors Digital Alpha Server 8400 — 20 days;

€)
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{Discrete Logarithms computation Records 2/ 2]

A. Joux et R. Lercier (CNRS / Ecole Polytechnique)

@ 1999 p =2 10190
500MHz quadri-processors Dec Alpha Server — 8.5 months;

@ 2001 p = 1010
525MHz quadri-processors Digital Alpha Server 8400 — 20 days;

@ 2001 p = 1029
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{Discrete Logarithms computation Records 2/ 2]

A. Joux et R. Lercier (CNRS / Ecole Polytechnique)

@ 1999 p =2 10190
500MHz quadri-processors Dec Alpha Server — 8.5 months;

@ 2001 p = 1010
525MHz quadri-processors Digital Alpha Server 8400 — 20 days;

® 2001 p = 10'?Y; (Current Record!)
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{Discrete Logarithms computation Records 2/ 2]

A. Joux et R. Lercier (CNRS / Ecole Polytechnique)

@ 1999 p =2 10190
500MHz quadri-processors Dec Alpha Server — 8.5 months;

@ 2001 p = 1010
525MHz quadri-processors Digital Alpha Server 8400 — 20 days;

® 2001 p =2 10'%Y; (Current Record!) 2.5 months
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{Discrete Logarithms computation Records 2/ 2]

A. Joux et R. Lercier (CNRS / Ecole Polytechnique)

@ 1999 p =2 10190
500MHz quadri-processors Dec Alpha Server — 8.5 months;

@ 2001 p = 1010
525MHz quadri-processors Digital Alpha Server 8400 — 20 days;

® 2001 p =2 10'%Y; (Current Record!) 2.5 months

p = |10"197] 4+ 207819, g = 2
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{Discrete Logarithms computation Records 2/ 2]

A. Joux et R. Lercier (CNRS / Ecole Polytechnique)

@ 1999 p =2 10190
500MHz quadri-processors Dec Alpha Server — 8.5 months;

@ 2001 p = 1010
525MHz quadri-processors Digital Alpha Server 8400 — 20 days;

® 2001 p =2 10'%Y; (Current Record!) 2.5 months

p=[10""7| + 207819, g = 2
Y L10119J
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{Discrete Logarithms computation Records 2/ 2]

A. Joux et R. Lercier (CNRS / Ecole Polytechnique)
@ 1999 p =2 10190
500MHz quadri-processors Dec Alpha Server — 8.5 months;

@ 2001 p = 1010
525MHz quadri-processors Digital Alpha Server 8400 — 20 days;

® 2001 p =2 10'%Y; (Current Record!) 2.5 months

p = |10"197] 4+ 207819, g = 2
y = [10M]

262112280685811387636008622038191827370390768520656974243035
y = g 380382193478767436018681449804940840373741641452864730765082 |
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[ElGamal Cryptosystem 1/ 2]

Alice wants to sent a message x € Z/pZ to Bob

SETUP:
@ Alice and Bob agree on a prime p and a generator g in Z/pZ

12/
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[ElGamal Cryptosystem 1/ 2]

Alice wants to sent a message x € Z/pZ to Bob

SETUP:
@ Alice and Bob agree on a prime p and a generator g in Z/pZ

® Bob picks a secret b, 0 < b <p—1,
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[ElGamal Cryptosystem 1/ 2]

Alice wants to sent a message x € Z/pZ to Bob

SETUP:
@ Alice and Bob agree on a prime p and a generator g in Z/pZ

® Bob picks a secret b, 0 < b <p—1,
he computes 3 = ¢” mod p and publishes 3
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[ElGamal Cryptosystem 1/ 2]

Alice wants to sent a message x € Z/pZ to Bob

SETUP:
@ Alice and Bob agree on a prime p and a generator g in Z/pZ

® Bob picks a secret b, 0 < b <p—1,
he computes 3 = ¢” mod p and publishes 3

ENCRYPTION: (Alice)
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[ElGamal Cryptosystem 1/ 2]

Alice wants to sent a message x € Z/pZ to Bob

SETUP:
@ Alice and Bob agree on a prime p and a generator g in Z/pZ

® Bob picks a secret b, 0 < b <p—1,
he computes 3 = ¢” mod p and publishes 3

ENCRYPTION: (Alice)
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[ElGamal Cryptosystem 1/ 2]

Alice wants to sent a message x € Z/pZ to Bob

SETUP:
@ Alice and Bob agree on a prime p and a generator g in Z/pZ

® Bob picks a secret b, 0 < b <p—1,
he computes 3 = ¢” mod p and publishes 3

ENCRYPTION: (Alice)
@ Alice picks a secret k,

@

®
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[ElGamal Cryptosystem 1/ 2]

Alice wants to sent a message x € Z/pZ to Bob

SETUP:
@ Alice and Bob agree on a prime p and a generator g in Z/pZ

® Bob picks a secret b, 0 < b <p—1,
he computes 3 = ¢” mod p and publishes 3

ENCRYPTION: (Alice)
@ Alice picks a secret £, 0 <k <p—1

@

€)
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[ElGamal Cryptosystem 1/ 2]

Alice wants to sent a message x € Z/pZ to Bob

SETUP:
@ Alice and Bob agree on a prime p and a generator g in Z/pZ

® Bob picks a secret b, 0 < b <p—1,
he computes 3 = ¢” mod p and publishes 3

ENCRYPTION: (Alice)
@ Alice picks a secret £, 0 <k <p—1

@ She computes o = ¢g¥ mod p and v = z - 5% mod p

€)
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[ElGamal Cryptosystem 1/ 2]

Alice wants to sent a message x € Z/pZ to Bob

SETUP:
@ Alice and Bob agree on a prime p and a generator g in Z/pZ

® Bob picks a secret b, 0 < b <p—1,
he computes 3 = ¢” mod p and publishes 3

ENCRYPTION: (Alice)
@ Alice picks a secret £, 0 <k <p—1

@ She computes o = ¢g¥ mod p and v = z - 5% mod p

@ The encrypted message is
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[ElGamal Cryptosystem 1/ 2]

Alice wants to sent a message x € Z/pZ to Bob

SETUP:
@ Alice and Bob agree on a prime p and a generator g in Z/pZ

® Bob picks a secret b, 0 < b <p—1,
he computes 3 = ¢” mod p and publishes 3

ENCRYPTION: (Alice)
@ Alice picks a secret £, 0 <k <p—1

@ She computes o = ¢g¥ mod p and v = z - 5% mod p

@ The encrypted message is
E(x) = (o,7) € Z/pZ X Z[pZ
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[ElGamal Cryptosystem 2/ 2]

DECRYPTION: (Bob)
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DECRYPTION: (Bob)
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@® Bob computes

@

Dhahran

[ElGamal Cryptosystem 2/ 2]

DECRYPTION: (Bob)
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@® Bob computes

@

Dhahran

[ElGamal Cryptosystem 2/ 2]

DECRYPTION: (Bob)

D(a,y) =7 -a?~ =" mod p
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[ElGamal Cryptosystem 2/ 2]

DECRYPTION: (Bob)

@® Bob computes
D(a,y) =7 -a?~ =" mod p

@ It works because
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Public Key Cryptograph

@® Bob computes

Dhahran, March 1, 2004

[ElGamal Cryptosystem 2/ 2]

DECRYPTION: (Bob)

D(a,y) =7 -a?~ =" mod p

@ It works because

D(E(x)) = D(a,y) = z - g°* - g*®~ =g
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@® Bob computes

Dhahran, March 1, 2004

[ElGamal Cryptosystem 2/ 2]

DECRYPTION: (Bob)

D(a,y) =7 -a?~ =" mod p

@ It works because

D(E(x)) = D(a,y) = z - g°* - g*®~ =g

since ¢*?~Y mod p = 1 by
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[ElGamal Cryptosystem 2/ 2]

DECRYPTION: (Bob)

@® Bob computes
D(a,y) =7 -a?~'"" mod p

@ It works because
D(E(z)) = D(a,y) =z - g** - gMP=170) — g
since ¢*?~Y mod p = 1 by

Fermat Little Theorem If p is prime, pta € N

aP~!' =1 mod p
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[ElGamal Cryptosystem 2/ 2]

DECRYPTION: (Bob)

@® Bob computes
D(a,y) =7 -a?~'"" mod p

@ It works because
D(E(z)) = D(a,y) =z - g** - gMP=170) — g
since ¢*?~Y mod p = 1 by

Fermat Little Theorem If p is prime, pta € N

aP~!' =1 mod p

Eve can decrypt the message if he can compute the discrete logarithm X,
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[ElGamal Cryptosystem 2/ 2]

DECRYPTION: (Bob)

@® Bob computes
D(a,y) =7 -a?~'"" mod p

@ It works because
D(E(z)) = D(a,y) =z - g** - gMP=170) — g
since ¢*?~Y mod p = 1 by

Fermat Little Theorem If p is prime, pta € N

aP~!' =1 mod p

Eve can decrypt the message if he can compute the discrete logarithm X,

B:ngodp
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[Massey Omura 1/ 2]
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[Massey Omura 1/ 2]

Alice Bob
@® Alice and Bob each picks a secret key ka, kg € {1,....,p— 1}

@

®
@
®
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[Massey Omura 1/ 2]

Alice Bob
@® Alice and Bob each picks a secret key ka, kg € {1,....,p— 1}

@ They compute [ 4,lp € {1,...,p — 1} such that

|
|
nnnl

A UNIVERSITA RoMA TRE



Public Key Cryptograph Dhahran, March 1, 2004 -29

[Massey Omura 1/ 2]

=y
Alice g Bob
@® Alice and Bob each picks a secret key ka, kg € {1,....,p— 1}
@ They compute [ 4,lp € {1,...,p — 1} such that
@ kala =1(modp — 1) and kplp = 1(modp — 1)

@
®
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[Massey Omura 1/ 2]

=y
Alice g Bob
@® Alice and Bob each picks a secret key ka, kg € {1,....,p— 1}
@ They compute [ 4,lp € {1,...,p — 1} such that
@ kala =1(modp — 1) and kplp = 1(modp — 1)

@ Alice key is (ka,la) (ka to lock and [4 to unlock)
®
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[Massey Omura 1/ 2]

=y
Alice g Bob
@® Alice and Bob each picks a secret key ka, kg € {1,....,p— 1}
@ They compute [ 4,lp € {1,...,p — 1} such that
@ kala =1(modp — 1) and kplp = 1(modp — 1)

@ Alice key is (ka,la) (ka to lock and [4 to unlock)
® Bob key is (kp,lp) (kg to lock and /5 to unlock)
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[Massey Omura 2/ 2]

Alice (k?A, ZA)

|
|
nnnl

A UNIVERSITA RoMA TRE



Public Ke

[Massey Omura 2/ 2]

Alice (k?A, ZA)
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[Massey Omura 2/ 2]

Alice (ka,la) Bob (kg.l5)

@ To send the message P, Alice computes and sends M = P4 mod p
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[Massey Omura 2/ 2]

Alice (ka,la) Bob (kp,lp)
@ To send the message P, Alice computes and sends M = P4 mod p
@ Bob computes and sends back N = M¥2 mod p
®
@

|
|
nnnl

A UNIVERSITA RoMA TRE



Public Key Cryptograph Dhahran, March 1, 2004 -29

[Massey Omura 2/ 2]

Alice (ka,la) Bob (kp,lp)
@ To send the message P, Alice computes and sends M = P4 mod p
@ Bob computes and sends back N = M¥2 mod p
® Alice computes L = N'4 (mod p) and sends it back to Bob
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[Massey Omura 2/ 2]

Alice (ka,la) Bob (kp,lp)
@ To send the message P, Alice computes and sends M = P4 mod p
@ Bob computes and sends back N = M¥2 mod p
® Alice computes L = N'4 (mod p) and sends it back to Bob

@ Bob decrypt the message computing P = L' (mod p)

It works: P = L'B = N'als = J\fFkslals — pkakslals by Fermat Little
Theorem
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P® and there is a generator (there is g € G such that for each o € G, o = ¢
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Fplz]/(f) = {ao + a1t + -+ am—1t™ " | a; € Fp}
F,lx]/(f) is a field

(91 % g2 € Fplz]/(f) is g192 mod f)

F,|x]/(f) does not depend on f
(i.e. if h € F,[z] irreducible, 0f = 0h = F,lz]/(f)

Fpm = Fplz]/(f)

any choice of f with m = Of is the same
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Let ¥, =Z/pZ ={0,1,...,p—1} (field if p prime)
Given f € F,|z| irreducible (m = 9(f))
Fplz]/(f) = {ao + a1t + -+ am—1t™ " | a; € Fp}
F,lx]/(f) is a field

(91 % g2 € Fplz]/(f) is g192 mod f)

F,|x]/(f) does not depend on f
(i.e. if h € F,[z] irreducible, 0f = 0h = F,lz]/(f)

Fpm = Fplz]/(f)
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(Finite Fields)

Let ¥, =Z/pZ ={0,1,...,p—1} (field if p prime)
Given f € F,|z| irreducible (m = 9(f))
Fplz]/(f) = {ao + a1t + -+ am—1t™ " | a; € Fp}
F,lx]/(f) is a field

(91 % g2 € Fplz]/(f) is g192 mod f)

F,|x]/(f) does not depend on f
(i.e. if h € F,[z] irreducible, 0f = 0h = F,lz]/(f)

Fpm = Fplz]/(f)

any choice of f with m = Of is the same

b= ’Fpm‘ =p™

5 ' = F,m \ {0} is a cyclic group under multiplication
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(I (q) =A{f € F,|z], f irreducible, 0f = m})

= Y d|La(q)] = ¢

d|m
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[Producing IFQJ

= Produce F, < find f € [,,,(q)
(I (q) =A{f € F,|z], f irreducible, 0f = m})

> dlla(q)] = q"

d|m

(if m is prime)
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[Producing IFQJ

= Produce F, < find f € I,,,(q)
(I (q) =A{f € F,|z], f irreducible, 0f = m})
> dlla(q)| = q"

d|m

1,,(q)| = £—=4 (if m is prime)

™m

Some fields of cryptographic size:
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11 (q)] = qmm—q (if m is prime)
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= Produce F, < find f € [,,,(q)
(I (q) =A{f € F,|z], f irreducible, 0f = m})

> dlla(q)] = q"

d|m

11 (q)] = qmm—q (if m is prime)

Some fields of cryptographic size:
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[Producing IFQJ

= Produce F, < find f € I,,,(q)
(I (q) =A{f € F,|z], f irreducible, 0f = m})
> dlla(q)| = q"

d|m

11 (q)] = qmm—q (if m is prime)

Some fields of cryptographic size:
503 3
Fas0s = Falz]/(z”" + 2° + 1), F5g0320 = Fs323(z]/(f)
f =229 4+ 1451218 4+ 5202217 4+ 752416 4 377821% 4 4508214 + 2563213 + 5275212 + 4260211 +

862210 1+ 465929 4 348428 + 151027 + 455620 4+ 231722 + 217124 + 310022 + 410022 + 682z 1+ 5110

Good to find f sparse
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(Interpolation on IFQJ

Given h : F, — [, a function.
h can always be interpolated with a polynomial in F,|z] !

" LAGRANGE INTERPOLATION

fu(z) =
ceF, deF,
d#c

=" F'INITE FIELDS INTERPOLATION
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[More on interpolation in Fq]

15 [f fl, f2 ~ Fq [CIS] with f1 <C) — f2<C)VC c Fq,
= 2l -z | f1(z) — f2(x)

1= The interpolant polynomial is unique mod 9 —

— unique with degree < g — 1

w If cp, = #{ceF, | h(c) # c},
q—cn <0fpn <q—2

== Problem. Find functions with sparse interpolation polynomial

Better if they are ~~Permutation polynomials
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S(Fq) ={0:Fg = Fq | o(l:1);

permutations of [F,

ww f e F,[z] is called permutation polynomial (PP) if
“f (as a funtion) is a permutation”

(i.e. 30 € S(F,),0(c) = f(c) Ve e F,)
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[Permutation polynomialsJ

S(Fq) ={0:Fg = Fq | o(l:1);

permutations of [F,
ww f e F,[z] is called permutation polynomial (PP) if
“f (as a funtion) is a permutation”
(i.e. 30 € S(F,),0(c) = f(c) Ve e F,)
w5 I fo(2) = Yeer, 0(€) (1 = (@ —¢)771) € Fyla] =
felF,|z]is PP == doeS(F,),f=f, modaz?—x
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[Permutation polynomialsJ

S(Fq) ={0:Fg = Fq | o(l:1);

permutations of [F,
ww f e F,[z] is called permutation polynomial (PP) if
“f (as a funtion) is a permutation”
(i.e. 30 € S(F,),0(c) = f(c) Ve e F,)
w5 I fo(2) = Yeer, 0(€) (1 = (@ —¢)771) € Fyla] =
felF,|z]is PP == doeS(F,),f=f, modaz?—x

iz Examples:
a,beFy,,a#0
(k,g—1) =1
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[More examples of PPJ
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&, glatm=1)/m 1 442 is a PP
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(More examples of PPJ

2~ COMPOSITION. fogis PP
& glatm=—1)/m 4 42 is a PP

® LINEARIZED POLYNOMIALS Let ¢ = p™,

y—
L(x) = Zocsa:qs (as € Fpm)
s=0
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® LINEARIZED POLYNOMIALS Let ¢ = p™,

y—
L(x) = Zocsa:qs (as € Fpm)
s=0
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(More examples of PPJ

2~ COMPOSITION. fogis PP
& glatm=—1)/m 4 42 is a PP

® LINEARIZED POLYNOMIALS Let ¢ = p™,

y—
L(x) = Zasxqs (as € Fpm)
s=0

L(Cl —+ 62) = L(Cl> -+ L(Cg)
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(More examples of PPJ

2~ COMPOSITION. fogis PP
& glatm=—1)/m 4 42 is a PP

® LINEARIZED POLYNOMIALS Let ¢ = p™,

y—
L(x) = Zasxqs (as € Fpm)
s=0

L(Cl —+ 62) = L(Cl> -+ L(Cg)

L € GLy(F,) C S(Fpm) <> det(al ;) #0
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if f,g are PP

if m|q —1
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(More examples of PP]

2~ COMPOSITION. fogis PP

&, glatm=1)/m 1 442 is a PP

L € GLy,(Fp) C S(Fpm) <> det(aj_;) #0

<> L(x) =0 has 1 solution
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[One more example of PPJ

™ DICKSON POLYNOMIALS. Ifa € F,, £k € N

k—J
J

) (-apiat2

if a #0, Dp(z,a) is a PP =< (k,¢? —1) =1
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[One more example of PPJ

™ DICKSON POLYNOMIALS. Ifa € F,, £k € N

k—J
J

) (-apiat2

if a #0, Dp(z,a) is a PP =< (k,¢? —1) =1
Dp(z,0) =2* isa PP = (k,q—1)=1
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[One more example of PPJ

™ DICKSON POLYNOMIALS. Ifa € F,, £k € N

k—J
J

) (-apiat2

if a #0, Dp(z,a) is a PP =< (k,¢? —1) =1
Dp(z,0) =2* isa PP = (k,q—1)=1
if (mn,q* —1) =1,
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[One more example of PPJ

™ DICKSON POLYNOMIALS. Ifa € F,, £k € N

k—J
J

) (-apiat2

if a #0, Dp(z,a) is a PP =< (k,¢? —1) =1
Dp(z,0) =2* isa PP = (k,q—1)=1

if (mn,q* —1) =1,
D, (Dy(x,£1),+1) = Dy (2, £1)
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[Dickson analogue of DH Key—exchange]
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[Dickson analogue of DH Key—exchange]

Alice and Bob agree on a finite field I, and a generator v € [F,
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They compute and publish D, (v, 1) (Alice) and Dy(v,1) (Bob)

A UNIVERSITA RoMA TRE

-61

|
|
nnnl



Public Key Cryptograph Dhahran, March 1, 2004 -61

[Dickson analogue of DH Key—exchange]

Alice and Bob agree on a finite field I, and a generator v € [F,
Alice picks a secret a € [0,¢* — 1], Bob picks a secret b € [0, ¢ — 1]
They compute and publish D, (v, 1) (Alice) and Dy(v,1) (Bob)

The common secret key is
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[Dickson analogue of DH Key—exchange]

Alice and Bob agree on a finite field I, and a generator v € [F,
Alice picks a secret a € [0,¢* — 1], Bob picks a secret b € [0, ¢ — 1]
They compute and publish D, (v, 1) (Alice) and Dy(v,1) (Bob)

The common secret key is
(Day(1,1) = Da(Du(3, 1, 1)) = Dy(Da(7, 1, 1))
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[Dickson analogue of DH Key—exchange]

Alice and Bob agree on a finite field I, and a generator v € [F,
Alice picks a secret a € [0,¢* — 1], Bob picks a secret b € [0, ¢ — 1]
They compute and publish D, (v, 1) (Alice) and Dy(v,1) (Bob)

The common secret key is
(Day(1,1) = Da(Du(3, 1, 1)) = Dy(Da(7, 1, 1))

NOTE. There is a fast algorithm to compute the value of a Dickson polynomial at

an element of [F,
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[Dickson analogue of DH Key—exchange]

Alice and Bob agree on a finite field I, and a generator v € [F,
Alice picks a secret a € [0,¢* — 1], Bob picks a secret b € [0, ¢ — 1]
They compute and publish D, (v, 1) (Alice) and Dy(v,1) (Bob)

The common secret key is
(Day(1,1) = Da(Du(3, 1, 1)) = Dy(Da(7, 1, 1))

NOTE. There is a fast algorithm to compute the value of a Dickson polynomial at

an element of [F,

Problem. Find new classes of PP

|
|
nnnl

A UNIVERSITA RoMA TRE



Public Ke

Dhahran

[Enumeration of PP by degreeJ

UNIVERSITA RoMA TRE

March 1, 2004

-63

|
|
nnnl



Public Key Cryptograph Dhahran, March 1, 2004 -64

[Enumeration of PP by degreeJ

Na(q) = {0 € S(F) | 0(fo) = d}

|
|
nnnl

A UNIVERSITA RoMA TRE



Public Key Cryptograph Dhahran, March 1, 2004 -65

[Enumeration of PP by degreeJ

Na(q) = {0 € S(F) | 0(fo) = d}

Problem. Compute Ny(q)
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[Enumeration of PP by degreeJ

Na(q) = {0 € S(F) | 0(fo) = d}

Problem. Compute Ny(q)

(afo SC]—Q)
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[Enumeration of PP by degreeJ

Na(q) = {0 € S(F) | 0(fo) = d}

Problem. Compute Ny(q)

(afo SC]—Q)
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[Enumeration of PP by degreeJ

Na(q) = {0 € S(F) | 0(fo) = d}

Problem. Compute Ny(q)

(afo SC]—Q)

(Hermite criterion)
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[Enumeration of PP by degreeJ

Na(q) = {0 € S(F) | 0(fo) = d}

Problem. Compute Ny(q)

(afo SC]—Q)

(Hermite criterion)
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[Enumeration of PP by degreeJ

Na(q) = {0 € S(F) | 0(fo) = d}

Problem. Compute Ny(q)

(afo SC]—Q)

Ny(q) =0if dlqg—1 (Hermite criterion)
Na(q) is known for d < 6

Almost all permutation polynomials have degree ¢ — 2
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[Enumeration of PP by degreeJ

Na(q) = {0 € S(F) | 0(fo) = d}

Problem. Compute Ny(q)

(afo SC]—Q)

Ny(q) =0if dlqg—1 (Hermite criterion)
Na(q) is known for d < 6

Almost all permutation polynomials have degree ¢ — 2

(S. Konyagin, FP —2002) M, = {o € S(F,) | 0f, < g — 2}
#M, — (g = 1)!| < /2e/mq?/?
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(A recent resultj

Na=#{0eS8F,) | 0(fs) <qg—d—1}
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(A recent resultj

Na=#{0eS8F,) | 0(fs) <qg—d—1}

Theorem S. Konyagin, FP — 2003
Let a = (e — 2)/3e = 0.08808 - -- and d < aq. Then

(g—d)/2
q! dj 2+q—d (4 2d
‘Nd q*| ~ : ( q—d

It follows that

if d < aq and a < 0.03983
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[Other ways of counting]

If o € S(Fy),

co =#{aelF, | o(a)#a}

O#Zdi q—cggafggq—Q

(since f,(x) — = has at least ¢ — ¢, roots)

Consequences.

2—cycles have degree q — 2

3—cycles have degree ¢ — 2 or ¢ — 3

k—cycles have degree in [q — k,q — 2]

(Wells) | #{o € 3—cyle, 9(f,)

(

g(¢g—1) ¢g=1mod3
q— 3} g = 0 mod 3
L 39(¢—1) ¢=0mod3
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[More enumeration functions]

01, 02 conjugated =  ¢,, = ¢y,
C conjugation class of permutations

cc = #{ elements € F, moved by any o € C}
(i.,e. cc =co foranyoc € C q—cec < fo)

C = |k]=k—cycles = crp) = k
Natural enumeration functions:

X mc(q) =#{0c €C,0f; = q—cc}
X Mc(q) =#{oc€C,0f, <q—2}
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(Permutation Classes with non maximal degree]

Let C = (mq,...,m:) be the class of permutations with m 1-cycles, ..., m;

t-cycles. The number c¢ of elements in [F, moved by any element of C is

cc = 2mo +3msg + - - +tmy

Mc(q) = #{o €C,0f; < q—2}

(C. Malvenuto, FP - 2002). AN = N¢ € N, f1, -, [n € Z|z],
fi; monic, df; = cc — 3 such that if ¢ = a mod N, then

q(q—1)

Mela) = o ams gl

fa(q)
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[k—cycles with minimal degree]

m(q) = #{0 k-cycle,0f; = q — k}
(C. Malvenuto, FP - 2003).

& [fg=1modk =
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[Consequences of Theorem 1J

q2

#C q
If C is fixed,

MC(Q)_1+O(1

1
Prob(0f, <q—2| o €C)~ —

q

If g =27, C, is the conjugation class of r transposition,

q! q—2(r—1)(2r —1)
M = — M
¢, (4) r127(q — 2r + 1)! 2r r-1(0)

One can compute M¢(q) for cc <6
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[Table 1. #ce <6, (g odd)]

q(q—1)(q—5—2n(—1) — 4n(-3))
qlq—1)(qg—4){1+n(=1)}

£4(q —1) (¢* = (9 = n(5) = 5n(=1) + 51(-9)) ¢+
+26 + 5n(=7) + 15n(—3) + 15n(—1))

= 2q(¢—1)(¢®* = (9+n(=3) + 3n(-1))g+

+(24 + 61(—=3) + 18n(—1) + 61(=7))) +
n(—=1)(1 —n(9))a(q — 5).
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[Table 2. #ce <6, (¢ even) J

282" = 12" =41+ (=)

£2"(2" — 1)(2™ - 2)

Lon(z — 1)(2" - 3~ (D)) (2" G

£27(2™ — 1)(2™ — 3 — (=1)™)(2™ —6):
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[Table 3. #cc =06, (¢ odd, 31 C])}

A=l 103 — 14 ¢% 4 [68 — 67(5) — 67(50)]g—
[154 4+ 66 (—3) +93n(—1) + 12n(—2) + 54 n(—7)]}
da=d) (g® — [14 — n(2)]g*+
71 +12n(=1) +n(=2) +4n(-3) — 87(50)]q

—[148 + 1007 (—1) + 24 n(—2) + 44 n(—3) + 40 n(=7)])
q(q )(q —13¢* + 62 +9n(—1) +4n(-3)lq

[150 +99n(—1) 4+ 42n(=3) + 72n(=7)))
24D (¢* — [14+ 3n(—1)]¢* + [T0+ 36 n(—1) + 61(—2)]q
—[136 4+ 120 n(—1) + 48 n(—2) + 8 n(—3)])

>
1
- il
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[Table 4. Hce = 6}

3 (36 —1) {33n
162 + 147(—

3" (3" —1 n
(8 ){33

— [1442(~1)"3>" + [71 4 39(~1)"]3"—
1))}

— [14 4+ 3(=1)"]3°" + [72 + 40 (—1)"]3"—

164 + 140 (—1)"]}

S (3 —1){(1+

(—1)7) 3™ — [ S15 (= RINE .

71+ 81 (—1)™]3"™ — [150 4 171 (=1)"]}

3n(3n 1) {33n

+[168 +120(—

[14 + 3(—1)"]3" + [76 + 36(—1)"]3" —
1)"]}
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[Table 5. #Hce = 6J

- -0 (GRS
(41 +7(=1)"))}

6 )@ = (11— (~1)")2"+

{(2™ — 3 — (—1)™)(2°" — 11 - 2" =SS =

{@" =3 - (=1)")(2*"-
(10 — (—=1)™)2" + 45 — 3(—=1)™))}

= 2@ -1 (97— 2)(2" — 4)(2" — 8)}

|
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[Sketch of the Proof of Theorem 2. (1/3)}

STEP 1. Translate the problem into one on counting points of an algebraic

varieties

my(q) = Q(qk_ b i (q)

where ni(q) ={o € k] | 0fs = q—k,c(0) =
Need to show |ng(q)| < (k — 1)!. Now

ZO‘ (1—(z—¢)" 1) = A1x?T 2+ Agz?T P+ + Ay

cel,

with A, = Z o(c)d = Z o — ) = Z (o(c) — e).

cely, cel, cel,
o(c)#c
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[Sketch of the Proof of Theorem 2. (2/3)J

If o =(0, 1, 1, ®2, ..., xp—2) € S(F,),
Aj(0) =1 —z1) + (z1 — T2)2) + -+ (Tp_o — xk_g)x',i_:% + x‘,?:;

Def. (Affine k—th Silvia set)

i (1 —z1) 4+ z1(x1 _$2)+"‘+33k—3($k—3_xk—Q)‘l‘xi_g

(1 — 1) 4+ zi(z1 — 2) + - - S Zp L (@SSR
Ap X

| A —a1) +2¥ 2 (@1 —22) + -+ 2f 2 (Thes — Tp—2) +Tp_s; = O

nk(q) = #{z = (z1,...,3p-2) €Fr 2 | & € Ap(Fy), i # x;} < #Ax(Fy)

dimg Ay =0 Besout Thm L A(F,) < (k — 1)!
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[Sketch of the Proof of Theorem 2. (3/3)}

If K is an algebrically closed field,

0 or
char(K) = o
> 2 B

NOTE.
Proof is based on finding projective hyperplanes disjoint from A,

There are examples of small values of ¢ with dimg A, > 0
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