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Three Lectures on Elliptic Curves Cryptography

Note (Program of the Lectures)

© Generalities on Elliptic Curves over finite Fields

@ Basic facts on Discrete Logarithms on finite groups, generic attacks
(Pohlig—Hellmann, BSGS, Index Calculus)

@ Elliptic curves Cryptography: pairing based Cryptography, MOV attacks,
anomalous curves



Notations

Fields of characteristics 0

© Q is the field of rational numbers

® R and C are the fields of real and complex numbers
® K c C,dimg K < oo is @ number field

* QVd,deQ
® Qa], f(a) = 0, f € Q[X] irreducible

Finite fields

o F,={0,1,...,p— 1} is the prime field;

® I, is a finite field with g = p” elements

© Fq =TFp[&], (&) =0, f € Fp[X] irreducible, 0f = n

O Fs=TE], 2 =1+¢

@ Fg = Fola], o® = a + 1 butalso Fg = Fo[A], 83 =82 +1, (B=0a? +1)
0 Figi01 = Fipq[w],w'® = w + 1



Notations
Algebraic Closure of Fq

e C D Q satisfies that Fundamental Theorem of Algebra! (i.e.
Vf e Q[x],0f > 1,3a € C, f(a) = 0)

* We need a field that plays the role, for Fy, that C plays for Q. It will be HTC,, called
algebraic closure of F

@ Vn e N, we fix an Fqn
@ We also require that Fgn C Fgm if n | m
@ WeletFq = UFqn

neN

* Fact: F, is algebraically closed
(i.e. Vf € Fg[x],0f > 1,3 € Fy, f(a) = 0)

If F(x, y) € Q[x, y] a point of the curve F = 0, means (xo, yo) € C? s.t. F(xo, ¥o) = 0.

If F(x, y) € Fqlx, yla point of the curve F = 0, means (Xo, ¥o) € FT,Z s.t. F(xo, Yo) = 0.



The (general) WeierstraBB Equation
An elliptic curve E over a F (finite field) is given by an equation

E:y?+aixy+asy = X3+ aX? + asX + as

where ay, as, @, as, as € Fq

The equation should not be singular



The Discriminant of an Equation

The condition of absence of singular points in terms of a;, a», as, a4, as

Definition
The discriminant of a Weierstra3 equation over Fy, g =p", p > 3 is

1
Dg := = (—a?a3a4 — 8alapazay — 16a1daza, + 36&5d5a
— ala — 8aiaxa; — 164545 + 96a aza; + 64a3+
&ag + 12ataras + 48d5 535 + 64a5as — 368 azas

— 1443, a,8385 — 722 a4 — 28882436 + 432a§)

Note
E is non singular if and only if Dg # 0



Special WeierstraB equation of E/Fj., p # 2

E:y?+aixy+asy =x3+ax?+ayx+as a € Fpe J

X< X
y ey

_ , E':y?2=x3+a,x*+a,x+a
the Weierstraf3 equation becomes: y 2 X+ 3 |
a2

wherea’2=:;12+§,a§1=a4+%,a’6=e16+73

If “complete the squares’

EY
X X — 3
A 4

If p > 5, we can also apply the transformation btaining the

_ E":y?=x3+ajx+a
equations. Y 4 6 )

2 /3 ! o
/" A a 1ol 28 &ad,
where a; = a, — %, 85 = ag + 3% s




Definition
Two Weierstraf3 equations over [, are said (affinely) equivalent if there exists a (affine)
change of variables that takes one into the other

Note

The only affine transformation that take a Weierstrass equations in another
Weierstrass equation have the form

X — UPX +r
r,s,t,u el

y+— Uy +uPsx +t



The WeierstraB equation
Classification of simplified forms

After applying a suitable affine transformation we can always assume that
E/Fq(q = p") has a Weierstral3 equation of the following form

Example (Classification)

E P DE

y2=x3+Ax+B >5 | 4A3 + 2782
Verxy=xd+axP+as | 2 | &

y2rasy=x3+asx+as | 2 | &

y2=x3+Ax®>+Bx+C 3 | 4A3C - A2B? —18ABC +4B° +27C?
Definition (Elliptic curve)

An elliptic curve is the data of a non singular Weierstraf3 equation (i.e. Dg # 0)

Note: If p > 3, Dg # 0 < x® + Ax? + Bx + C has no double root




Elliptic curves over F,

All possible Weierstraf3 equations over Fy are:
Weierstral3 equations over F»

Q@ VP+xy=x3+x%+1

0 V> +xy=x3+1

@ )V+y=x3+x

0y +y=x3+x+1

©yi+y=x°

0y +y=x>+1

1
However the change of variables XX takes the sixth curve into the fifth.
Yy y+x

Hence we can remove the sixth from the list.

Fact:
There are 5 affinely inequivalent elliptic curves over F»




Elliptic curves in characteristic 3

Via a suitable transformation (x — u?x + r,y — Uy + u?sx + t) over F, 8 inequivalent
elliptic curves over F3 are found:

Weierstral3 equations over F3

0y =x3+x

®)2=x3—x

0 y>=x3—x+1

0 y>=x3—x-1

6 V> =x3+x%+1

0 y>=x3+x%-1

@ y>=x3—x2+1

o v:=x3—x2—-1
Fact: let (g) be the Kronecker symbol. The number of non—isomorphic (i.e. inequiva-
lent) classes of elliptic c. over Fy is

2q+3+(*74>+2<*73)




The definition of E(F,)
Let E/IF, elliptic curve and consider a “symbol” co (point at infinity). Set

E(Fq) = {(x,y) €F5: y®+aixy + asy = X° + apx® + ayX + ag} U {o0}

Hence
* E(Fq) C F5U {0}
o If Fq C Fgn, then E(Fq) C E(Fgn)
e We may think that co sits on the top of the y—axis
(“vertical direction”)

Definition (line through points P, Q € E(Fg))
_ {Iine through Pand Q if P#Q

7o @ rojective or affine
A tangentlineto Eat P if P=Q proj

o if #(rpyo n E(Fq)) > 2 = #(rp’o n E(]Fq)) =3 if tangent line, contact point is counted with multiplicity
® 0,00 N E(Fq) = {OO, o0, OO}



History (from WIKIPEDIA)

Carl Gustav Jacob Jacobi (10/12/1804 — —xy+y?+y=x3-3x2+x+1
18/02/1851) was a German mathematician, | '/
who made fundamental contributions to R{‘
elliptic functions, dynamics, differential 1 /
equations, and Elumber_theqry. /

Some of His Achievements:

® Theta and elliptic function

* Hanmilton Jacobi Theory re.q N E(Fq) = {P, Q, R}

® Inventor of determinants IR,00 N E(Fq) = {0, R, Rl} P+ Q=R
® Jacobi Identity [A, B, CJ] + [B, [C, Al] + [C, [A, B]l = 0 Ip.0o N E(Fg) = {P,o0,P'}  —P:=FP



E /F 4 elliptic curve (Dg = De(ai, az, as, as, ab) # 0)
E(Fg) ={(x,y) €F5: y? +aixy + asy = x>+ apx® + ayx + ag} U {o0}

Xy +y?+y=x3-3x%+x+1




Properties of the operation “+c”

Theorem

The addition law on E(IF) has the following properties:
® P+£ Q€ E(Fy)
®P+poo=0c0+g P=P
® P+ (—P)=
® P+E(Q+ER)=(P+EQ)+ER
®P+cQ=Q+gP

® (E(Fq),+£) commutative group

¢ All group properties are easy except associative law (d)

® Geometric proof of associativity uses Pappo’s Theorem

e can substitute I, with any field K; Theorem holds for (E(K), +£)
* —P=—(x,y)=(X1,—a1x1 —az — y1)
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