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E /F 4 elliptic curve (Dg = De(ai, az, as, as, ab) # 0)
E(Fg) ={(x,y) €F5: y? +aixy + asy = x>+ apx® + ayx + ag} U {o0}

Xy +y?+y=x3-3x%+x+1




Properties of the operation “+c”

Theorem

The addition law on E(IF) has the following properties:
® P+£ Q€ E(Fy)
®P+poo=0c0+g P=P
® P+ (—P)=
® P+E(Q+ER)=(P+EQ)+ER
®P+cQ=Q+gP

® (E(Fq),+£) commutative group

¢ All group properties are easy except associative law (d)

® Geometric proof of associativity uses Pappo’s Theorem

e can substitute I, with any field K; Theorem holds for (E(K), +£)
* —P=—(x,y)=(X1,—a1x1 —az — y1)



Formulas for Addition on E (Summary)
E:y?+aixy+agy = X3 + aX? + asX + ag )

P1 = (X1ay1)7P2 = (X2ay2) € E(Fq) \ {OO},
Addition Laws for the sum of affine points

L4 |fP1 #Pg
® Xy =Xo = P_1+EP2=OOJ
® X1 #Xo
)\=}’2—Y1 V=Y1X2—Y2X1
X2 — X1 X2 — X1
L |fP1 =P2

® 2y +ax+as=0 Pi+g P2 =2P =00 |

® 2y +aix+az#0
N 3x2 + 2apXy + a4 — a1 Y1 asyr + X2 — agxq — 2as
= V=—
2y1 + ar1X + as 2y +aixq +as

)

Then

Pi4ePo=(N2 —ah—a —xi — X, =\ —@X+(A+a)(@+X +X) —a —v) J




Formulas for Addition on £ (Summary for special equation)

E:y?=x3+Ax+B

P1 = (x1,y1), P2 = (X2, y2) € E(Fg) \ {00},
Addition Laws for the sum of affine points

o |f P1 #PQ
® X=X
® X1 #X
_ Yo _iXe =YX
_X2—X1 B Xo — X1
o |f P1 =P2
[ ] Y1 =0
* y1 #0
IF+A X —Axq —2B
B 2y1 T 2y1
Then

Pi+g P2 = (N — X1 — Xp,

2%+ M\ + X) — v)

P1+EP2=OO |

P1 +E P2 = 2P1

=ooJ




Group Structure

Theorem (Classification of finite abelian groups)
If G is abelian and finite, 3, ..., nx € N> such that
@ n[naf-|n
®@G=Ch D @Cp
Furthermore ny, ..., ng (Group Structure) are unique

Theorem (Structure Theorem for Elliptic curves over a finite field)

Let E/FF, be an elliptic curve, then
E(Fg) = Ch®C 3N,k € N7°.

(i.e. E(Fq) is either cyclic (n=1) or the product of 2 cyclic groups)



EXAMPLE: Elliptic curves over F,

From our previous list:

Groups of points of curves over F,

E E(F») E(F»)
y2axy=x3+x%+1 {o0,(0,1)} C>
y2axy=x3+1 {00,(0,1),(1,0),(1,1)} Cs
y2Pey=x3+x {00, (0,0),(0,1),(1,0),(1,1)} | Cs
V2ry=x34+x+1 oo} 1

y2 +y= X3 {OO,(0,0),(O, 1)} CS

Note: each C;,i=1,...,5 is represented by a curve /F»



EXAMPLE: Elliptic curves over F3

From our previous list:

Groups of points of curves over F3

i Ei Ej(F3) Ei(Fs)
1 y2=x3+x {00, (0,0), (2, 1), 2,2)} C4

2 y2=x%—x {c0.(1,0), 2,0), 0, 0)} C @ G
3 y2 =x3—x+1 {00,(0,1),(0,2),(1,1),(1,2),(2,1),(2,2)} C7

41 y?=x3—x—1 {o0} {1}
5[ y2=x3+x2—-1 {00, (1,1),(1,2)} Cs

6 y2 =x3+x% +1 {0, (0, 1),(0,2),(1,0),(2,1),(2,2)} Ce

7] yP=x%—x7+1 {00,(0,1),(0,2), (1,1),(1,2), } Cs

8| y?=x3—x7-1 {c0, (2,0))} Co

Note: each Cj,i=1,...,7 is represented by a curve /F3



Determining points of order 2

Let P = (x1,y1) € E(Fg) \ {o0},
Phasorder2 <= 2P=00 < P=-P |

So

—P=(xy,—a1x1 —as—y1)=(x1,y1) =P = 2y1 = —a;x; — a3

)

If p#2,canassume E: y?> = x3+ Ax? + Bx + C

—P=(x1,-y1)=(x1, 1) =P = y1=0,x3+ Ax2+Bx; + C=0

Note

¢ the number of points of order 2 in E(IF,) equals the number of roots of
X3 +Ax2+Bx+ CinFq

e roots are distinct since discriminant Dg # 0



Determining points of order 2 (continues)

Definition

2—torsion points  E[2] = {P € E(F,) : 2P = oc}.

FACTS:
CCpC ifp>2
E[2]1 =< C ifp=2E:y?+xy=x3+asx+ag
{oo} ifp=2E:y?+asy=x3+ax’+ag
Each curve /F; has cyclic E(F5).
E E(Fp) |E(F2)|
Y2+ xy =x3+x%+1 {00,(0,1)} 2
y2+Xy=X3+1 {007(071)?(170)7(171)} 4
yo+y=x2+x {0,(0,0),(0,1),(1,0),(1,1)} | 5
V2ry=x3+x+1 {o0} 1
yo+y=x° {0, (0,0),(0, 1)} 3




Determining points of order 3

Let P = (x1,)1) € E(Fy)
Phasorder3 <= 3P=c00 <= 2P=-P |

So,ifp>3and E:y?=x*>+Ax+B

2P = (xor, yor) = 201, 1) = (X2 = 21, ~X+ 2\, 1) where A = %A,y - 5428 |
Phasorder3 <= xop =\ —2xy = X )

Substituting A,

Xop — X1 =

—3x{ —BAXZ —12Bx1 +A® _ 0
4(x3+Ax,+4B) -




Determining points of order 3

Note (Conclusions)

e 93(x) := 3x* + 6Ax? + 12Bx — A? called the 3" division polynomial

® (x1,y1) € E(Fg) hasorder 3 = 13(x1) =0

® E(F4) has at most 8 points of order 3

° Ifp#3, E[3] :={P € E(Fq) :3P =0} ¥ C3® C3

e lfp=3,E:y?=x3+Ax?+Bx+ Cand P = (x4, y1) has order 3, then

O AC+AC-B2=0
@® E[3] = C3if A#0 and E[3] = {oo} otherwise



Determining points of order 3 (continues)

FACTS:
Cod Cs ifp#3
E[81= | Cs ifp=3E:y2=x3+Ax2+Bx+C,A#0
{oo} ifp=8,E:y>=x3+Bx+C

Example: inequivalent curves /F; with #E(F7) = 9.

E ¥3(X) E[3] N E(F7) E(F7) =
y2=x3+2 XX+ 1D)(x+2)(x+4) [{o0,(0,£3),(~1,%1),(5,£1),3,+1)} |C3 @ C3
y?2 = x3 +3x +2[(x +2)(x3 +5x% + 3x + 2) {00, (5,+3)} Co
V2= X3 +5x+2|(x + 8 +3x% +5x + 2) 10, (3, £3)} Co
y2 = x3 +6x+2[(x+1)(x3 +6x° +6x +2) {0, (6,£3)} Co




