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Reminder

line through P and Q

if P#Q

I'p~ : Vertical line through P

fP, Qe E(Fy),rpq: i )
’ 92755 ) tangentlineto Eat P if P = Q,
xy+y?+y=x>-3x%+x+1 TP I
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_P=F
"

rP,oo N E(]Fq) = {P7007 Pl}

rr.o N E(Fq) ={P,Q, R}

P+£Q:=—-R J




Formulas for Addition on £ (Summary for special equation)

E:y?=x3+Ax+B

Pi = (x1,y1), P2 = (X2, y2) € E(Fg) \ {00},
Addition Laws for the sum of affine points

o |f P1 #PQ
® X=X
® X1 #X
_ YYo= _iXe =)o X
_X2—X1 B Xo — X1
o |f P1 =P2
[ ] Y1 =0
* y1 #0
IF+A X —Axq —2B
B 2y1 T 2y1
Then

Pi+g P2 = (N — X1 — X,

2%+ N+ X) — v)

P1+EP2=OO |

P1 +E P2 = 2P1

=ooJ




The division polynomials
Definition (Division Polynomials of E : y? = x® + Ax + B (p > 3))
o =0, = 1,92 =2y
3 =3x* + 6AX® + 12Bx — A?
Yy =4y (x® + 5Ax* + 20Bx® — 5A%x? — 4ABx — 8B? — A®)

Yomet =77bm+21/)27 - ¢m_1¢1,3,,+1 form>2

Yom = (g’;) (Umi2¥in_g — Ym-2Vf) form>3

The polynomial ¥, € Z[x, y] is the m™ division polynomial



The division polynomials
Definition (Division Polynomials of E : y? = x® + Ax + B (p > 3))
o =0, = 1,92 =2y
3 =3x* + 6AX® + 12Bx — A?
Yy =4y (x® + 5Ax* + 20Bx® — 5A%x? — 4ABx — 8B? — A®)

Yomet =77bm+21/)27 - wm—ﬂl),sn” form>2

Yom = (g’;) (Umi2¥in_g — Ym-2Vf) form>3

The polynomial ¥, € Z[x, y] is the m™ division polynomial

Theorem (E : Y2 = X® + AX + Belliptic curve, P = (x, y) € E)

mix.y) = (x = o=, o)




Points of order m
Definition (m-torsion point)

Let E/K and let K an algebraic closure of K.

E[m] = {P € E(K): mP =} |
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Definition (m-torsion point)

Let E/K and let K an algebraic closure of K.
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Points of order m
Definition (m-torsion point)

Let E/K and let K an algebraic closure of K.

E[m] = {P € E(K): mP =oc} |

Theorem (Structure of Torsion Points)
Let E/K and m € N.

Cmn@® Cn if p = char(K) 1 m

E[m) =
[m] {Cm@Cm/ or EmM=Cn®Cnpn ifm=p'm ptm

FACTS:
* E[2m+ 1]\ {oo} = {(x.y) € E(K) : t2m.1(x) = 0}

e E[2m]\ E[2] = {(x,y) € E(K) : y~"om(x) = 0}




Points of order m
Definition (m-torsion point)
Let E/K and let K an algebraic closure of K.
E[m={Pec EKK): mP= oo}J

Theorem (Structure of Torsion Points)
Let E/K and m € N.

E[m] & Cmn@® Cn if p = char(K) t m
" |Cn®Cw or EIM=Cw®Cn ifm=p'm,ptm

FACTS:
® E[2m+ 1]\ {oc} = {(x,¥) GE( ) © Yome1(X) = 0}
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e Corollary (Theorem of Torsion) 3n, k € N such that E(Fq) = C, @ Cnk




Points of order m
Definition (m-torsion point)
Let E/K and let K an algebraic closure of K.
E[m={Pec EKK): mP= oo}J

Theorem (Structure of Torsion Points)
Let E/K and m € N.

E[m] & Cmn@® Cn if p = char(K) 1 m
" |Cn®Cw or EmM=ZCw & Cn ifm=p'm . ptm

FACTS:

E[2m+1]\ {oo} = {(x,y) € E(K) : ¢2mu(x) = 0}

E[2m]\ E[2] = {(x,y) € E(K) : y~"tom(x) 0}

Corollary (Theorem of Torsion) 3n, k € N such that E(Fg) = C, & Cnk
Further Property n| g — 1.




Theorem (Hasse)

Let E be an elliptic curve over the finite field F,. Then the order of E(F,) satisfies

g+ 1— #E(Fq)| < 23.



Theorem (Hasse)

Let E be an elliptic curve over the finite field F,. Then the order of E(F,) satisfies

g+ 1 —#E(Fq)| < 2/3.
So #E(F,) € [(vq — 1)2,(/q + 1)?] the Hasse interval Z,

Example (Hasse Intervals)

q Zq

2 {1,2,3,4,5}

3 {1,2,3,4,5,6,7}

4 {1,2,3,4,5,6,7,8,9}

5 {2,3,4,5,6,7,8,9,10}

7 {3,4,5,6,7,8,9,10,11, 12,13}

8 {4,5,6,7,8,9,10,11,12,13, 14}

9 {4,5,6,7,8,9,10,11,12,13,14,15, 16}
11 {6,7,8,9,10,11,12,13,14,15,16,17, 18}

13 | {7,8,9,10,11,12, 13,14, 15,16, 17, 18, 19, 20, 21}

16 | {9,10,11,12,13, 14,15, 16,17, 18,19, 20, 21, 22, 23, 25}

17 | {10,11,12, 13,14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26}

19 | {12,183,14,15,16,17, 18,19, 20, 21, 22, 23, 24, 25, 26, 27, 28}

23 | {15,16,17,18, 19,20, 21,22, 23, 24, 25, 26, 27, 28, 29, 30, 31, 32, 33}

25 | {16,17,18,19,20, 21,22, 23, 24, 25, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36}

27 | {18,19,20,21, 22,23, 24, 25, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38}

29 | {20,21,22,23,24,25,26,27,28,29,30,31, 32,33, 34, 35, 36, 37, 38, 39, 40}

31 | {21,22,28,24,25,26,27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43}
32 | {22,23,24,25,26,27,28,29,30,31,32,33,34, 35,36, 37, 38, 39, 40, 41, 42, 43, 44}
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Theorem (Waterhouse)
Letg=p"andletN=q+1— a.

JE/Fq s.t#E(Fq) = N & |a| < 2,/q and
one of the following is satisfied:
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(i) gcd(a,p) =1,
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(i) n even and one of the following is satisfied:
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(ii) n even and one of the following is satisfied:
Q@ a=+2,7;
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Theorem (Waterhouse)
Letg=p"andletN=q+1— a.

JE/Fq s.t#E(Fq) = N & |a| < 2,/q and
one of the following is satisfied:
(i) ged(a, p) =1,
(i) n even and one of the following is satisfied:
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Theorem (Waterhouse)
Letg=p"andletN=q+1— a.

JE/Fq s.t#E(Fq) = N & |a| < 2,/q and
one of the following is satisfied:
(i) ged(a, p) =1,
(i) n even and one of the following is satisfied:
Q a=+2,7;
® p#1 (mod3), and a==+./q;
® p#1 (mod4),anda=0;

(iii) nis odd, and one of the following is satisfied:
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® a=0.



Theorem (Waterhouse)
Letg=p"andletN=q+1— a.

JE/Fq s.t#E(Fq) = N & |a| < 2,/q and
one of the following is satisfied:
(i) ged(a, p) =1,
(i) n even and one of the following is satisfied:
Q a=+2,7;
® p#1 (mod3), and a==+./q;
® p#1 (mod4),anda=0;

(iii)y nis odd, and one of the following is satisfied:

@ p=2o0r3,anda= :i:p(””)/z;
® a=0.



Theorem (Waterhouse)

Letg=p"andletN=q+1— a.
JE/Fq s.t#E(Fq) = N & |a| < 2,/q and
one of the following is satisfied:
(i) ged(a,p) =1;
(ii) n even and one of the following is satisfied:
Q a=+2,7;
® p#1 (mod3), and a==+./q;
® p#1 (mod4),anda=0;
(iii)y nis odd, and one of the following is satisfied:
©® p=2o0r3, anda=+p™/2;
® a=0.

Example (q prime VN € Iy, 3E /Fq,#E(Fg) = N. g not prime:)

q ac

4=2
8 =2°
9=32
16 = 2
25 = 52
27 =3
32 =25

o A oy A o
|
o
|
N
o
o
-




Theorem (Riick)

Suppose N is a possible order of an elliptic curve /Fq, q = p". Write

N =p®niny, ptnine and nq | no (possibly ny =1).
There exists E/Fq s.t.

E(]Fq) g Cn1 @ anpe
if and only if

@ i = np in the case (ii).1 of Waterhouse's Theorem;
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Suppose N is a possible order of an elliptic curve /Fq, q = p". Write

N =p®niny, ptnine and nq | no (possibly ny =1).
There exists E/Fq s.t.
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® ni|q — 1 in all other cases of Waterhouse’s Theorem.



Theorem (Riick)

Suppose N is a possible order of an elliptic curve /Fq, q = p". Write

N =p®niny, ptnine and nq | no (possibly ny =1).
There exists E/Fq s.t.

E(]Fq) g Cn1 @ anpe
if and only if

@ M = n in the case (ii). 1 of Waterhouse’s Theorem;
® ni|q — 1 in all other cases of Waterhouse’s Theorem.



Theorem (Riick)

Suppose N is a possible order of an elliptic curve /Fq, q = p". Write

N =p®niny, ptnine and nq | no (possibly ny =1).
There exists E/Fq s.t.

E(Fq) = Cp, ® Cp,pe
if and only if
@ M = n in the case (ii). 1 of Waterhouse’s Theorem;
® ni|q — 1 in all other cases of Waterhouse’s Theorem.

Example

o If g=p?"and #E(Fy) = g+ 1+2,/g = (p" + 1), then
E(Fq) = Cp”i1 o) Cp”i1~



Theorem (Riick)

Suppose N is a possible order of an elliptic curve /Fq, q = p". Write

N =p®niny, ptnine and nq | no (possibly ny =1).
There exists E/Fq s.t.

E(Fq) = Cp, ® Cp,pe
if and only if
@ M = n in the case (ii). 1 of Waterhouse’s Theorem;
® ni|q — 1 in all other cases of Waterhouse’s Theorem.

Example

° If g=p?"and #E(Fq) = g+ 1 £2,/q = (p" + 1)2, then
E(Fq) = Cprt1 ® Cpyi.
e et N=100 and q-= 101 = 3E1, E2, E37 E4/]F101 S.t.
E1(F101) = C10 @ Cyo E>(F101) = C2 @ Cso
E3(F101) = Cs @ Coo E4(F101) = Cioo



Subfield curves

Definition
Let E/F, and write E(Fy) = g+1—a, (|a| < 2,/q). The characteristic polynomial of E is

Pe(T)=T2 —aT +q < Z[T).

a=;<a+\/ﬂ7) 5=;(a 324q)

are called characteristic roots of Frobenius

and its roots:



Subfield curves

Definition
Let E/F, and write E(Fy) = g+1—a, (|a| < 2,/q). The characteristic polynomial of E is

Pe(T)=T2 —aT +q < Z[T).

a=;<a+\/ﬂy) 5=;(a 324q)

are called characteristic roots of Frobenius

and its roots:

Theorem

vneN
#E[Fgp)=q"+1 — (o + 5").



Subfield curves (continues)
E(Fg)=g+1—a = E(Fp)=q"+1—(a"+p")
where Pe(T)=T? —aT +q = (T — a)(T — B) € Z[T]



Subfield curves (continues)
E(Fg)=g+1—a = E(Fp)=q"+1—(a"+p")
where Pg(T) = T2 —aT +q = (T — a)(T — B) € Z[T]

Curves /F, E a | Pg(T) (o, B)

V2axy=x3+x2+1 | 1 | T2-T+2 |11 +£V=7)

V]|

Y2+ xy=x3+1 —1 | T2+T+2 | J(=1£V=7)
V2+y=x3+x -2 | T2+2T+2 | —1+i
Y+y=x+x+1 2 | T2—2T+2 | 14

yP+y=x3 0 | T2+2 +/—2




Subfield curves (continues)
E(Fg)=g+1—a = E(Fp)=q"+1—(a"+p")
where Pg(T) = T2 —aT +q = (T — a)(T — B) € Z[T]

Curves /F»

E a | Pe(7) (o, B)
VPexy=x3+x2+1 | 1 | T2-T+2 | 10 £V-7)
y2+xy=x3+1 —1 | T2+T+2 | J(=1£V=7)
y2+y=x3+x —2 | T?+2T+2 | —14i
V2+y=x3+x+1 2 | T2-2T+2 |14
y2+y=x° 0 | T2+2 +v/—2

100 100
E:yP+xy=x>+x>+1 = E(fo)=2'04+1— (”‘F) = (“‘ﬁ) ’




Subfield curves (continues)
E(Fg)=g+1—a = E(Fp)=q"+1—(a"+p")
where Pg(T) = T2 —aT +q = (T — a)(T — B) € Z[T]

Curves /F, E a | Pg(T) (o, B)

V2axy=x3+x2+1 | 1 | T2-T+2 |11 +£V=7)

V]|

Y2+ xy =x3+1 —1 | T2+T+2 | J(=1£V=7)
V2+y=x3+x -2 | T2+2T+2 | -1+
Yry=xP+x+1 2 | T2-2T+2 | 1£i

yP+y=x3 0 | T2+2 +/—2

100 100
E:y?exy=xt+x3+1 = E(]Fzmo)=2‘°°+1—(@ — == ’

=1267650600228229382588845215376




Subfield curves

E(FQ)z Q+1 —a = E(]Fqn) =qn+‘| _(an_i_ﬁn)
where Pg(T) = T2 —aT + q = (T — a)(T - 8) € Z[T]



Subfield curves

E(Fq) = q+1 —a = E(Fqn) =q”+1 *((ln+‘8n)
where Pg(T) = T2 — aT +q = (T — a)(T - §) € Z[T]

V=xC+x+1 | 2| T2+2T+38 | —1+./-2
y2=x*—x2—1]| 2 | T2—2T+3| 1=/

Curves /F3 | | Ei| a P (T) (c, B)
1 y2=x3+x | 0 T2+3 +/-3
2 y’=x>—-x| 0 T°+3 +/-3
3| y2=x®—x+1]|-3| T?+3T+3 | J(-3+£V-J)
4] y*=x*—x—-1[ 8 | T2-3T+3| 1(8+vV-9
5| y2=x3+x*—-1] 1 | T°—T+3 | I(1£V/-11)
6| y2=x3—x2+1 | 1| T?+T+3 | 3(-1£V/-11)
7
8




Subfield curves

E(Fq) = q+1 —a = E(Fqn) =q”+1 *((ln+“8n)
where Pg(T) = T2 — aT +q = (T — a)(T - §) € Z[T]

Curves /F3 | | Ei| a P (T) (c, B)
1 y2=x3+x | 0 T2+3 +/-3
2 y’=x3-x1| 0 T2 +3 +v/-3
3| y2=x®—x+1]|-3| T?+3T+3 | J(-3+£V-J)
4] y*=x*—x—-1[ 8 | T2-3T+3| 1(8+vV-9
5| y2=x3+x*—-1] 1 | T°—T+3 | I(1£V/-11)
6| y2=x3—x2+1 | 1| T?+T+3 | 3(-1£V/-11)
7| v?=x3+x>+1| 2| T°+2T+3 —-1+-2
8| y=x3—x>—1| 2 | T°-2T+3 1+/-2
Lemma

Lets,=a"+p" where a3 =qanda+ [ =a. Thensy =2,s1 = aand Sp.1 = aSp — qSnp—1



Legendre Symbols
Recall the Finite field Legendre symbols: let x € Fy,



Legendre Symbols

Recall the Finite field Legendre symbols: let x € Fy,

CRE

1

if 2 = x has a solution t € F
0

if 2 = x has no solution t € F,
if x=0




Legendre Symbols

Recall the Finite field Legendre symbols: let x € Fy,

+1 if 2 = x has a solution t € F
X ) = _
(Fa> - 1

if 2 = x has no solution t € F,
0 ifx=0
Theorem

Let E : y? = x* + Ax + B overF,. Then

X3 +Ax+B

s) |

#E(Fq) = q+ 1+ \cr, (




Legendre Symbols
Recall the Finite field Legendre symbols: let x € Fy,

+1  if £ = x has a solution t € F},
. [ i 2 i
(Fq> = —1 if t* = x has no solution t € Fq
0 ifx=0

Theorem

#E(Fq) = + 1+ Xyep, (L542E) J

Let E : y? = x* + Ax + B overF,. Then

Proof.
Note that
\ 2 ifJyp € Fg s.t. (X0, £)0) € E(Fq)
14 (25E) = 31 i (x,0) € E(F)
0 otherwise



Legendre Symbols
Recall the Finite field Legendre symbols: let x € Fy,

+1  if £ = x has a solution t € F},
X _ . . 2 _ .
(Fq> = —1 if t* = x has no solution t € Fq
0 ifx=0

Theorem

#E(Fq) = + 1+ Xyep, (L542E) J

Let E : y? = x* + Ax + B overF,. Then

Proof.
Note that
\ 2 ifJyp € Fg s.t. (X0, £)0) € E(Fq)
14 (W) =1 if (x0,0) € E(Fy)
otherwise

Hence  #E(Fq) =1+ ,cp, (1 5 (XS?—:?B))



Last Slide
Corollary

Then

LetE :y?=x%+Ax+BoverFqandE, : y* = X3 + 2 Ax + 1B, p € F; \ (F5)? its twist.
and

#E(Fg)=qg+1—a & #E,(Fg)=qg+1+a

J
HE(F ) = #E,,(F2)




Last Slide

Corollary

LetE :y?=x%+Ax+BoverFqandE, : y* = X3 + 2 Ax + 1B, p € F; \ (F5)? its twist.
Then

#E(Fy)=q+1—-a & #E,(Fg)=qg+1+a J

and
#E(Fge) = #E,(F ). J

Proof.

& 2 3
BE,(Fg)=q+1+ Y (X HAX B)
Fq
xeF,

~ " x3+Ax+B
_q+1+(Fq)Z<Fq )
x€eF,

and (

=
N
1l
|
]
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